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Id: Int <Pk Mot MNull

firstName: varchar(20) Not Null
lastMame: varchar{20) Mot Null

emall: varchar(30) Not Null

phone: varchar(20) Mot Null

userName: varchar(15) Not Null
<<Unigue== unigueEmall{email)
<<Unigue= unigueUserName(userName)
<<PK== PKUser(id)

<tabless>
G

roup
Id: Int <FK= Not Mull
name: varchar(20) Not Null
description: text Mot Null
<<Unlque== unigueNamea(name)
<<PK=> PKGroup(id)

partal.

This object represents a
portal user and stores the
default common information
necessary 1o register for any

1 FKPermission_Group
FrPermission_User
0.
wetabless
Permission

Restriction._Group

N

userld: Int <FK= Mot Null
groupld: Int <FK> Not Null
roleld: int <FK= Not Null
statusid: int <FK= MNat Null

roleld, statusid)

<=PK>> PKPermission(userid, groupld,

0.

FKGroupAffilationFleld _Group !

<ctables>
Resftriction

0..*

FKPermission_Status

1

==tablec:
Stawus

FKPermission_Role

o
FKHEM

=<table==

Id: Int <PK= Mot Mull
name: text Mot Null
description: text Mot Mull

Role

Id: Int <PK= Mot Mull
name: varchar(20) Not Null
description: text Mot Null

resourceld: Int <FK= Not Null
groupld: Int <FK= Not Null
roleld: int <FK= Not null

url: text Not Null
<=P K== PKLocation{id)

FEKLocation_Resource

name: text Not Mull
<<PK=>> PKResource(id)
<<Unigue== unigueldentifier{identifier)

<<PK>> PrStatus(id) ==PK== PKRole|ld) FKRestriction_Resource
<tablems
wclables Resource 1
Location Id: Int <PK= Not Mull
id: It <PK= Mot Null 1.0 ] Iclanﬂﬂ.ar:textNmNm
identifier: Int <FK= parent: int <FK= Not Mull -

This object stores definitions for
additional flelds necessary to
become a member of a Group.

]

]
]

0.* '

]

wotabless

GroupAffiliationFleld
id: int <PkK= Mot Mull
groupld: Int <FK= Not Null
name: varchar(20) Not Null
displayMame: varchar(40) Not Null
required: bit Mot Null
<=PK== PKGroupAffiliationField{id)

0. FRGroupAffiliationFieldValue |GroupAffiliationField

1

etablese
GroupAffiliationFieldValue

Id: int <PK= Mot Null

userld: int <FK= Mot Null
groupAffiliationFieldld: int <FK= Mot Null
value: text Not Null

z<PK== PKGroupAffillationFleldvalue(id)

FKResource Resource

fleld.

FEGroupAffiiationFieldvValue User

This object stores user-input
values for each Group related
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Web-based Registration System

GROUP ADMINISTRATOR B

&) group request emall /P
‘ 4) group response emall

a) user data submission %
..;-:"__7 b) confirmation emall
cj confirmation URL — —= — ¢} insert ——=

USER —— d) registration confirmation —

=—— g) group response emall —
2] group request email

¢/ f) acceplsfrejects

GROUP ADMINISTRATOR A
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Groups Hierarchy

NO AUTHENTICATION

EMAIL VALIDATION
(USERNAME, PASSWORD) AUTHENTICATION

ADMINISTRATOR APPROVAL & VALIDATION
(USERNAME, PASSWORD) AUTHENTICATION

IDENTIFICATION REQUIREMENTS
ACCESS PRIVILEGES
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Access Control to Data Use Cases
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Use Case 1: Portal-Executed Authorization

— a) secure authentication —=

WEB PORTAL ____ c)authorization
1o service

it nns d) authnrl:mlnn
e] service response — - to resources

v
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Use Case 2: Service-Executed Authorization

—— b) authentication ————

___ a) service request with %
____©)autorization
username, password to service S
<— &) service response —— d) authnrl:ﬂtlnn

1o resources




Use Case 3. Portal-Delegated Authorization

c) aulhnrlzatlnn

— a) secure authentication % to service
WEB PORTAL
— b) service request — d]t:"l'.::’l::mmh" ... S

é f) service request redirect

\ with token e) insert token ———

g) service reguest

with token h) token validation request
T

|) service response tnken validation
RN e
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LAHFS: Lightweight Authorized Http File Server

authenticate, authorize, insert token
redirect

valldate token
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Summary




